Autoriti Monetari Brunei Darussalam FI’s Reference No:

Major IT Incident Report Form Date:

Section1: Details

FI Name:

Fl License Type:

Reported By:

Designation:

Department:

Telephone No.: (0) (M)

E-mail :

Section 2: Incident Analysis

Report Creation Date/Time:

Incident Identification

(Date/Time):

Incident Location:

Hardware Software Network

End-User Infrastructure Security

Incident Type: | For Cyber Intrusion, please specifythe type:

Denial of Service Ransomware Data Breach
[ | MalwareOutbreak [ | Sabotage [ | Intrusion
] Vulnerability Exploit ] Web Injection [ | stolen Credential
[ Successful Phishing | other: —

FI’s Coreservice [ | Related service [ | General Website
[ | customer data | stakeholder data ] Employeedata

Impact Area: N Onlineservice portal B Smartphoneapps [ | Social Media

[ | cardservice ] ATM/Kioskservice B FI’s Internal System
[ | Other: - o

Is thisa new incident? [J Yes [0 No

If no, please provide reference toprevious incidentreport:

Section 3: Summary of Incidents

Details of the incident:




Indicators (Root cause analysis):

Measures and Actions Taken:

Recommendations and Lesson learned:

Restoration of Service Time:

Resolution Time:




